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Private Information Retrieval

Goal: privately read an entry from a remote database

Correctness:
Database ) forall DB € {0,1}*and i € [n],
DB € {0,1} a user interacting with two honest

servers learns DB,;.

Privacy:

an attacker compromising one
server learns nothing about i,
even If malicious.

Formally: information-theoretic/computational indistinguishability of the server’s view, on reads to any two indices i ori’. 5



Private Information Retrieval [CGKS95,KO97]

Goal: privately read an entry from a remote database
%Wivate web search )
Coeus’21, Tiptoe’23, Wally’24]

Datapase rivate advertising
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Private Information Retrieval

Goal: privately read an entry from a remote database

Database
DB € {0,1}"
| E [n] e ; — bit DBZ

Modern PIR needs very little
communication:

- No privacy: logn + 1

- Info-theoretic privacy: n°"

- Comp. privacy: O(4 - log n)

...but lots of server work:
- No privacy: O(1) time
- With privacy: Q(n) time
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Solution: Change the PIR model to get sublinear time

Batch
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Theorem. For any database of n > 10° bits, there exists information-theoretic,
two-server PIR with preprocessing with:

- 1.5-4/logn - nbits of storage, First info-theoretic PIR with
- 12 - nY%% server RAM lookups per query, 1. constant number of servers,
- 12 - n%%* bits of communication. 2. quasilinear storage, and

3. polynomially-sublinear time.

Corollary 1: with two servers and compact LHE ,
the server time is n"-%* - poly(1) and the communication is n>! - poly(4).

Corollary 2: with two servers and compact FHE",
the server time is n"-%% - poly(1) and the communication is log(n) - poly(1).

Our schemes support a broader time-space tradeoff, that strictly improves on prior work.
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Prior iInformation-theoretic PIR

1. Builld “Imbalanced” PIR with tiny queries

- Query le
- Answer

ngth = (1 +o(1)) - logn

ength = £ = O(n°%?)

2. Precompute the answer to every query
-To answer a query: read 1 location of length £

= PIRInn

1.82

o) space and n°% time

....................................................................
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Prior information-theoretic PIR This work

1. Builld “Imbalanced” PIR with tiny queries
- Query length = (1 + o(1)) - logn
- Answer length = Z = O(n"%?)

2. Precompute the answer to every query 2. New data structure
-To answer a query: read 1 location of length 7 -To answer a query: read ¢ locations of length 1
= PIR in n!-%2t°W) gpace and n"°% time = PIR in n!°" space and n"-%* time
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A common step In

omial

:]:g/‘—>|]:2

We need: jpg encodes the database

1. fpg is homogenous and degree-D

2. (Z)zn

3. E(j) = j-th point in [ of weight D

4.Vjenl, fos(E(j) = DB,

Correctness: for any fyg and point p, a
user interacting with two honest servers

earns fos(P).

Privacy: each server learns nothing about
P, even if the server is malicious.
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PIR from private polynomial evaluation
Scheme 1a: from Lagrange Interpolation [sha79

Homogenous degree-D
Jog 1 Fy = I,
N /
Query: r = L(0) & /Query: p+r=L(1)
ANS: fog(T) Ans: fog(p + 1)

Point p €
Sample line

Fact: leading coefficient of fog(L(?)) IS fog(P)
— — > Recover fog(L(2)) from its evaluations at D + 1 points,

L) =r+t-p via Lagrange interpolation
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With 2 servers, gives

PIR from private polynomial evaluation | “rivial” PIR with
Scheme 1a: from Lagrange Interpolation [sha79] - — |

>Zn=>m=n

Homogenous degree-D = upload n and
Jog : F5 = download 1
A I
Query: r = L(0) & /Query: p+r=L(1)
ANS: fog(T) Ans: fog(p + 1)

Point p € F' Fact: leading coefficient of fog(L(?)) IS fog(P)

Sample line — — > Recover fog(L(2)) from its evaluations at D + 1 points,
L(H)=r+t-p via Lagrange interpolation
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Scheme 1b: add derivatives [wyos

Homogenous degree-D
Jog 1 Fy = I,

Query: r = L(O)\\ /Query' p+r=L(1)
Ans: fog(r), Visg(r) N / Ans: fpg(P + ), V/pe(P + 1)

Point p €
Sample line — —> Recover fog(L(?)) from evaluations at | D/2| points,
L(t)=r+1-p via chain rule & Hermite interpolation




With 2 servers, gives

PIR from private polynomial evaluation | “balanced” PIR with
Scheme 1b: add derivatives [vwyos - ) — 3

)Zn —> m=n"3

Homogenous degree-D = upload n'”> and
fo : F?' = T, download n "

Query: r = L(O)\\ / Query: p+r = L(1)
Ans: fog(r), Visg(r) N / Ans: fpg(P + ), V/pe(P + 1)

Point p €
Sample line — —> Recover fog(L(?)) from evaluations at | D/2| points,
L(t)=r+1-p via chain rule & Hermite interpolation
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PIR from private polynomial evaluation
Make 1t “imbalanced”: more derivatives [BIM00,GLM+25]

Homogenous degree-D
Jog 1 Fy = I,

Query: r = L(0) Query: p+r = L(1)

Ans: fig(r), V fDB(r): Ans: fpog(P + 1), V/fpe(P + 1),
VP2l () L, VPRI (p 4 1)

Point p € 5
Sample line — — > Recover fog(L(7)) from evaluations at 2 points,
L(H)=r+t-p via chain rule & Hermite interpolation




With 2 servers, gives

PIR from private polynomial evaluation | “imbalanced” PIR with

Make it “imbalanced™: more derivatives [BIM00,GLM+25] | m m = (1 + o(1)) - log n
= ) =m/2

= ypload m

Homogenous degree-D and download
Jog 1 By — [ ( " )xn”gz
1D/2]

Query: r = L(0) Query: p+r = L(1)

Ans: fos(), Viog(), WA I ANS: fou(D + 1), Viog(p + 1)
L, VIPRLE () L, VPRI (p 4 1)

Point p € 5
Sample line — — > Recover fpg(L(¢)) from evaluations at 2 points,
L(H)=r+t-p via chain rule & Hermite interpolation
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Prior iInformation-theoretic PIR This work

ﬁi\d “Imbalanced” PIR with tiny queries
- Query length = (1 + o(1)) - logn

- Answer length = Z = O(n"%?)
2. Precompute the answer to every query 2. New data structure

-To answer a query: read 1 location of length ¢ -To answer a query: read ¢ locations of length 1
= PIR in n!-82+oD) space and n"-%% time = PIR in nn 1t space and nY-%% time
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PIR with Preprocessing
Prior work: Precompute every answer [BIM00,GLM+25]

Query:p+r

Query: r \
Ans: fpg(r), V/pg(r),

L VIP2IE (r) L, VPRI (p 4+ 1)

Point p € [

Ans: fos(p + 1), Vios(p + 1),

Sample line — — > Recover fpg(L(¢)) from evaluations at 2 points,

Lit)=r+1t-p

via chain rule & Hermite interpolation
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With 2 servers, gives

PIR with PreprOCGSSing preprocessing PIR with
Prior work: Precompute every answer [BIM00,GLM+25]

"= O(og n) upload and

n%-%2 download
m om 082 _  1.82+0(])

?ﬁﬁfEféﬁéiﬁéﬁiﬁ{ﬁ{ﬁ{ﬁ{}ﬁﬁ?ﬁ:{??}fééﬁiﬁéﬁiﬁ: server storage

S T = 0.82 -

2™ 2™, .... V1P g2 n” server ime
Query: r \
Ans: fpg(r), V/pg(r),

Query:p+r
Ans: fop(P + 1), V/pg(p + 1),

L VIP2IE (r) L, VPRI (p 4+ 1)
Point p € [
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Prior information-theoretic PIR This work
IBIMOO,GLMDS25]

ﬁi\d “Imbalanced” PIR with tiny queries
- Query length = (1 + o(1)) - logn
- Answer length = Z = O(n"%%)

%recompute the answer to every query 2. New data structure
-To answer a query: read 1 location of length & -To answer a query: read ¢ locations of length 1

1.8240(1)

= P|R inn space and n"-%% time = PIR in nn 1t space and nY-%% time
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Prior work: Precompute every possible PIR answer

[BIMOO,GLMDS25]

1fDB(l)”VD/szB(l) ______________
ZfDB(Z)’VD/szB(Z) ______________
2% foa(2™), ., VIO fog(2")

Query: r \ | Query: p+r
Ans: fog(r), Vfpg(r), ** -~ f ANS: Jos(P + 1), V/pe(p + 1),

L VIPRIE (r) L VPRI C(p 4+ 1)

Pointp € FY! —— % —> foe(P)
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Prior work: Precompute every possno\e PR answer
[BIMOO,GLMDS25] ==

............................................................................................................

...............................................................................................................

W o e /

V LD/2JfDB(2m) //
..,/""‘

Query: r

Ans: fog(T), VfDB(r) . Ans: fog(P + r) VfDB(p + 1),
Y LD/ZJfDB<r> o VIRl fop(p + 1)

Pointp € FY! —— % —> foe(P)
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Fact 1. Since fyg is multilinear, for any evaluation point X € |

VigX) = R /og&x+uw) —fogx) | € F
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Fact 1. Since fpg is multilinear, for any evaluation point X € [,

VigX) = R /og&x+uw) —fogx) | € F

In other words: anyone can deduce V fpg(X) from the evaluations of fog in a
Hamming ball of radius 1 around point X.
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Fact 1. Since fpg is multilinear, for any evaluation point X € [,

Viog(X) = B /JosX+w) —fpgx) | €

Fact 2. Since fpg is multilinear, for any evaluation point X € [—2 ,
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Fact 1. Since fpg is multilinear, for any evaluation point X € [,

Viog(X) = B /JosX+w) —fpgx) | €

Fact 2. Since fpg is multilinear, for any evaluation point X € [—2 ,

Jop(X +u; +u) — fog(X + ;) — fpg(X + u;) + fpg(X)
szDB(X) =

In other words: anyone can deduce V?f5g(X) from the evaluations of fg in a
Hamming ball of radius 2 around point X.
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Idea: Save storage by using evaluations
N Hamming balls instead of derivatives.

. |
_—
oy
o
] /
/

&

On query points r and r + p, the servers send back:

sures > {fop(r +€) : lell; < D/2}

r ..:..

P°.°

{fDB(r‘l' p+e):|e|; < D/Z}
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ldea: Save storage by using eva\uatlcms
N Hamming balls instead of derivatives.

(IM\;

On query points r and r + p, the servers send back:

From these replies, the user computes:

G Finite differences

s oot + ) e < D12}
I’ ¢%®

r p.o...

{fDB(r‘l' p+e):|e|l, <D/2}

fop(@), ..., VIP2IL (1)
r
rtp X
fog( +p), ..., VP2 £ (r + p)
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Idea: Save storage by using evaluations', /.
N Hamming balls instead of derivatives.

/&

On query points r and r + p, the servers send back:

From these replies, the user computes:

G Finite differences

e Chain rule and Hermite interpolation

sutes > {fop(r +€) : Jlell; < D/2}

r .‘:.‘

r p:o .::

{fost+p+e): el <D/2}

fop(@), ..., VIP2IL (1)
r
Fp X
fog( +p), ..., VP2 £ (r + p)
Jos(P)
oD
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New PIR with preprocessing

.............................................

.............................................

.............................................

Query:p+r

Query: r ! |
ANS: -

ANS:
{fos(r+e): |le]l < D/2} {fosx+p+e) :|e|l <D/2}
Pointp € [} Recover fog(p) via finite
Sample line — > — > differences, chain rule,

L(H)=r+t-p and Hermite interpolation



With 2 servers, gives

New PIR with preprccessing preprocessing PIR with
= Same comm. as [BIMOO]:
1 fos® O(log n) upload
2 Jos@ n"** download
______ mf(zm) = Same time as [BIMO0]:
271 Joe O(n"%%) work
= Quasilinear space:
g ! 2m = pl+oll) pitg
Query: r Query: p+r &
ANS: ANS:
fosr+e): lell < D/2} {fos+p+e): |le| < D2}
Point p € Recover fg(p) Vvia finite
Sample line  — > — > differences, chain rule,
L(H)=r+t-p and Hermite interpolation
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: om — p1+o(]) e
Query: r Query: p + r 5
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With 2 servers, gives

New PIR with preprccessing preprocessing PIR with
= Same comm. as [BIMOO]:
1 fos(D) O(log n) uploac
2 Jos®) n™** download
______ mf(zm) = Same time as [BIMO0]:
471 Joe O(n"-*%) work
= Quasilinear space:
A m — ,,1+o(l) |
Query: r ! | Query: p+r 2 =n OIS
ANS: ANS:
fos(r+e): lell < D/2} {fos(r+p+e): [le]| < D/2)

Pointp € With odd D, for any point p with ||p|| = D :
_ N

Sample line fos(P) = Z fog(r +€) + fog(p + 1 + )

L(t)y=r+1t-p le||<|D/2]
esp
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Theorem. On any database of n > 10° bits, there exists information-theoretic,
two-server PIR with preprocessing with:

- 1.5-4/logn - n bits of server storage,

- 12 - n%® server RAM lookups per query, and
- 12 - n%® bits of communication per query.
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Exponent in server storage

5 -
—— T his work
Prior work: BIMOO and GLM-+24
4 -
3 -
2 -
1 _I. ..............................................
0.5 0.6 0.7 0.8 0.9

Exponent in server work per query

1.0
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This talk

1. Background: PIR with preprocessing

2. Our new PIR: sublinear time + quasilinear space

* - [wo servers

- With crypto
- Three servers and beyond

3. Alternate view: new locally decodable codes

4. Evaluation: what does this mean for practice”
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Three Adventures

e Q1: Can we use lightweight crypto to reduce the communication?
e Other protocols have linear server time per query but can get the
communication as low as O(log n)
e Also an important metric in practice (networking costs)
Tool: homomorphic encryption
e Q2: What can we do with > 2 servers?

lool: secret sharing

e Q3: Are there interesting connections to other fields?

Yes: locally decodable codes
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- |[wo servers

» - With crypto

- Three servers and beyond
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Homomorphic Encryption for Single-Server PIR

e PIR: computing DBJi] without revealing 1

® Naive FHE solution:
e Query: ct « FHE . Enc(7)
e Server answer: FHE . Eval(ct, DBJ - |)

e Server time per query: O(n) %

006

]

Database
DB € {0,1}"

e User decrypts to learn DB 1] Enc%
Enc(DBJi])
e But DB| - | is a size O(n) circuit!
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Homomorphic Encryption for 2-Server PIR

® [hree phases:

e Query: state, qu < Query(i) Natabase
e Answer: ans = Answer(DB, qu) DB € {0,1}"
e Reconstruction: DB|[i] = Reconstruct(state, ans)

qu

dnsS
state
DBJi]
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® [hree phases:

e Query: state, qu < Query(i) Database

e Answer: ans = Answer(DB, qu) DB € {0,1}"

e Reconstruction: DB|[i] = Reconstruct(state, ans)

e Observation (coming up): Reconstruct is a small circuit! Enc(statqel;//
e Include ct « FHE . Enc(state) in query Enc(DBLZ)
e Server computes ans then FHE . Eval(ct, Reconstruct(ans, - ))
® Client decrypts! % DBJi]
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Homomorphic Encryption for 2-Server PIR

® [hree phases:

A1
P \(, l,.
N ‘\\:;-/ %/ g y
2 ALY 2
[0
///},
’lll/’

J

e Query: state, qu < Query(i) Database

DB € {0,1}"

7

,/,’
/i//,/

- qu
Q) '
a small circuit! Enc(state)

) Enc(DBl:
" c(state) N o7 c(BBLD

e Server computes ans then FHIE. . Eval(ct, Reconstruct(ans, - ))

® Client decrypts! DBJi]
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Our PIR Reconstruction

® fDB . ”:Z/l — [FZ of degree D
e Queries: I, r +p

e state = p
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Our PIR Reconstruction gm@/gzn
~ Mm

o fog : ;' — [, of degree D
o Queries:Ir,r+p
o state = p

e Answers: {f(X +e):xe {r,r+pl.lell < D/Z}
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Our PIR Reconstruction

o fog : ;' — [, of degree D
e Queries: r,r+p

e state = p

e Answers: {f(X +e):xe {r,r+pl.lell < D/Z}

® Reconstruction:

DB; = fog(P) = Z
| el <[D/2]
esp

f(r +e)

from server 1's answer

63

_|_

Cheatsheet
m =~ logn
D~ m/2

f(p+r+e)

from server 2's answer




Our PIR Reconstruction

o fog : ;' — [, of degree D
e Queries: r,r+p

e state = p

e Answers: {f(X +e):xe {r,r+pl.lell < D/Z}

® Reconstruction:

DB; = fps(P) = Z

el <|D/2]

esp

f(r +e)

from server 1's answer

_|_

Cheatsheet
m =~ logn
D~ m/2

f(p+r+e)

from server 2's answer

, Foreache, I[e <p]=p" = H pl.e", which is degree < D/2 inp

=

63




Cheatsheet

Abstract Setup m % logn

~ m/?2

e Two polynomials gy, &, : ;' — [, of degree D/2 for servers 1 and 2 respectively

g2(x) = Z f(r + e) x©

le| <|D/2]

from server 1's answer

L= ) fp+r+e X

e < |D/2 ) Y J
lell < D/2] from server 2's answer
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Abstract Setup m % logn

~ m/?2

e Two polynomials gy, &, : ;' — [, of degree D/2 for servers 1 and 2 respectively

e User’s goal: evaluate g;(p) + &,(p) for [|p|| = D, without revealing p € [’
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Cheatsheet

Abstract Setup m % logn

~ m/?2

e Two polynomials gy, &, : ;' — [, of degree D/2 for servers 1 and 2 respectively
e User’s goal: evaluate g;(p) + &,(p) for [|p|| = D, without revealing p € [’

e All we need to do is get server 1 to help the user evaluate g,(p) and likewise for server 2

70
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Succinct PIR from FHE

e Communication: upload m - poly(4) = logn - poly(4), download poly(4)

Cheatsheet
m ~ logn
D~ m/2

M\ o omH@) o, H@)
am

e Server computation: same as before + evaluating a degree D/2 polynomial in m variables

Runtime &~
(D/z

e H(a) € [0,1]: binary entropy of a € [0,1]

m
) - poly(4) ~ n™% - poly(4) ~ n™% - poly(4)

Theorem: with compact fully homomorphic encryption®, we get 2-server PIR with
server storage n! M time per query O(n%8%) and communication O(logn).
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What About Linear Homomorphism?

e Goal: compute g(p) for g of degree D/2 and ||p|| = D, without revealing p

e Naive attempt: linearise the computation by including LHE . Enc(p®”’?) in the query

2

o COmmunication cost: (Dn;lZ) . poly(1) =~ n"%% . poly(1), same as before @

0.82

® \/ery imbalanced: uploading n ciphertexts and downloading just one — can repbalance!

Naive linearisation

_—— |

Halve the degree Halve the variables Use the sparsity of p

N

folal
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What About Linear Homomorphism?

Natural target: reduce communication from n"-%2 to \/ n-82 = ,V41
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LHE — Computing Deg 2 Polynomials

e Claim assume LHE. Then if the user has X,y € F* and the server has A € F**¢ ,

the user can learn X' Ay without revealing X, y, with £ - poly(1) communication.

e Proof:

» User sends LHE . Enc(y)
e Server replies with LHE . Enc(Ay)

e User decrypts and locally takes the inner product with X

4



Rebalancing

_— |

Halve the aegree

Naive linearisation

\v

Halve the variables

folal

lgs
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Halving the Degree/Variables pe
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Theorem: with compact linearly homomorphic encryption [known from DDH, DCR,
OR, LWE], we get 2-server PIR with server storage n1+0(1), time per query 0(n0°82)
and communication O(n"31).

y/
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e Up tonow: fpg : F" — [ multilinear with total degree D

m m
o degrees of freedom — > n
D D

m
o Number of derivatives:
D/s

e Generalisation: what if we let fyg have higher individual degree d > 17
® & more degrees of freedom — larger database!

® @ : also more derivatives to send = more time and communication per query

» TLDR: the sweet spot for d increases as the number of servers increases

91



Special Case: Storage n!toW)



Special Case: Storage n!toW)

Theorem: for constant prime s, we get information-theoretic s-server PIR with:

92



Special Case: Storage n!toW)

Theorem: for constant prime s, we get information-theoretic s-server PIR with:

1+o(1)

® server storage n anad

92



Special Case: Storage n!toW)

Theorem: for constant prime s, we get information-theoretic s-server PIR with:

1+o(1)

® server storage n anad

a+o(1)

® communication and time per query n , Where

92



Special Case: Storage n!toW)

Theorem: for constant prime s, we get information-theoretic s-server PIR with:

1+o(1)

® server storage n anad

e communication and time per query n®t°W \where

1 s+ 1\ log(s+1) 1 1
a=1+ — ~ — + as § grows
log s 2s log s 2  logs

92



Special Case: Storage n!toW)

Theorem: for constant prime s, we get information-theoretic s-server PIR with:

1+o(1)

® server storage n anad

e communication and time per query n®t°W \where

1 s+ 1\ log(s+1) 1 1
a=1+ — ~ — + as § grows
log s 2s log s 2  logs

92



Exponent in server storage

1

3-server PIR with preprocessing b-server PIR with preprocessing

Vary individual deg
— Finite differences + vary individual deg
* Quasilinear storage
—— Previous work (GLM+25)

I A—
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............................................................................................

............................................................................................

b AUy 1yypirs > 94,

Then each row’s distribution should be independent of the index 1 being queried
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e Number of batches: b = 2
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o COdeword length:  =2". "
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Our PIR as a Batch-Smooth LDC

e Number of batches: b = 2

e Alphabet: 2 = {0,1}

Finite differences .,
o Codeword length: £ = 2" - - 2

m
Number of queries: g = 2
: queris: g (D/z)
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e Number of batches: b = 2

e Alphabet: 2 = {0,1}

Finite differences L,
o Codeword length: £ = 2" - - 2

m
o Number of queries: g = 2 < )

D/2
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Consequence: the first batch-smooth LDC with constant alphabet size,
constant number of batches b, codeword length nl"‘)(l), and polynomially

sublinear number of queries g = p 18D
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Concrete Evaluation: Storage
Compared to prior PIR with preprocessing

DB size (GB)
with 1-byte records

11

37

82

Communication (MB)

0.7

4.4

22.2

95.5

Our storage (TB)

BIMOO storage (TB)

7.6 X 10°

4.4 x 10°

4.9 x 10°

1.3 x 10°
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Concrete Evaluation: Space-Time Tradeoff
Compared to fastest two-server, linear-time PIR with 4/n communication

DB size (GB) Storage Communication Memory accesses Throughput
with 1-byte records blowup blowup saved improvement
2 512x 14X 2,926Xx 10.2x
11 03X 37X 2.,560x 9.0x
37 28X 101x 1,707X 5.5X

32 12X 298X 879X 1.8X
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Conclusion

e Our result: the first information-theoretic PIR with n 1 +(D storage, n

O(1) servers

o s = 2: server time n Y82

® [ arger §: server time X nl/ 2+1/log s

1—Q(1)

server time, and

e Communication not ideal, but can be shrunk with linearly or fully homomorphic encryption

® Seems like it could be the first practically feasible

107
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Open Questions: Info-Theoretic PIR with Preprocessing
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