csATY

Two-Server Private Information Retrieval in
Sublinear Time and Quasilinear Space

Alexandra Henzinger and Seyoon Ragavan

Thanks Alexandra for some of these slides!

ePrint: 2025/2008



Private Information Retrieval [CGKS95,KO97]

Goal: privately read an entry from a remote database

Database
DB € {0,1}"
| E [n] e % — bit DBZ



Private Information Retrieval

Goal: privately read an entry from a remote database

e~ Correctness:
— Database ) for all DB € {0,1}" and i € [n],
DB € {0,1} a user interacting with two honest
1€ |nl — ; —> bit DB;

servers learns DB,;.




Private Information Retrieval

Goal: privately read an entry from a remote database

Correctness:
Database ) forall DB € {0,1}*and i € [n],
DB € {0,1} a user interacting with two honest

servers learns DB,;.

\ /

an attacker compromising one
. server learns nothing about i,
L€ [n] — % —>  bit DB; J ’

even If malicious.

Formally: information-theoretic/computational indistinguishability of the server’s view, on reads to any two indices i or i’. 4



Private Information Retrieval [CGKS95,KO97]

Goal: privately read an entry from a remote database
%Wivate web search )
Coeus’21, Tiptoe’23, Wally’24]

Datapase rivate advertising
DB € {0,1}" §Jo1,0vad’12,AdVezo.]

\ /J
e = fe

/P

Private media delivery
Popcorn’16,PIRSONA21,CrowdSurf’25,.. ]

Metadata-hiding messaging
[PIRTor’'11,Pung’16, Talek’20,Addra’21,...

)

Private auditing and blocklists
Checklist’20,SimplePIR’23,HPW’25, .. ]

)

Private file storage
Dory’20,Peer2PIR’25, .. ]

On your iPhone:

Private caller-|

L
®




Private Information Retrieval

Goal: privately read an entry from a remote database

Database
DB € {0,1}"
| E [n] e % — bit DBZ

We have PIR constructions
with very little communication:
- No privacy: logn + 1

- Info-theoretic privacy: n°M
- Comp. privacy: O(4 - log n)

...but these require lots of
server work:

- No privacy: O(1) time

- With privacy: Q(n) time
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Solution: PIR

with Preprocessing [B/M00]

Goal: privately read an entry from a remote database

® Servers preprocess the DB into

some data str
® Hope: they ca

UCT

ARS!

ure of size poly(n)
NSWer gueries In

time < n using t

NIS data structure

Efficiency Metrics

® Storage: size of the data structure
e At most poly(n)
e Necessarily > n
e Goal: nl o)
® Server time per query
o At most ! *2D)
e Goal: n°M

Disclaimer: most constructions (including
ours) sacrifice communication efficiency for
sublinear server time
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2 servers 0.82 1.54

(BIMOO] Info-theoretic



25 years of work on PIR with preprocessing

Concrete storage

Construction Setting Time per query Storage (2GB DB, 0.7MB comm.)

2 Servers 0.82 1.54 /60000 TB

[BIMOQ] Info-theoretic (~$10M in hard drives)



25 years of work on PIR with preprocessing

Construction

IBIMOO]

[LMW23]

Setting

2 servers
Info-theoretic

1 server, secure
assuming RingLWE

Time per query

0.82

no(l)

Storage

1.54

n1+0(1)

Concrete storage
(2GB DB, 0.7MB comm.)

/60000 TB
(~$10M in hard drives)

> 2000000 TB
(~$20M in hard drives)
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25 years of work on PIR with preprocessing

Construction Setting

2 servers

(BIMOO] Info-theoretic

1 server, secure

[LMW23] assuming RingLWE

2 servers

Our work Info-theoretic

Time per query

0.82

no(l)

0.82

Storage

1.54

n1+0(1)

n1+0(1)

Concrete storage
(2GB DB, 0.7MB comm.)

/60000 TB
(~$10M in hard drives)

> 2000000 TB
(~$20M in hard drives)

1 1B
(one $10 hard drive)
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Theorem. For any database of n > 10° bits, there exists information-theoretic,
two-server PIR with preprocessing with:

- 1.5-4/log, n - n bits of storage,

- 12 - n%%% server RAM lookups per query,
- 12 - n%®2 bits of communication.

Our schemes support a broader time-space tradeoff, that strictly improves on prior work.



Theorem. For any database of n > 10° bits, there exists information-theoretic,
two-server PIR with preprocessing with:

- 1.5 -4/log, n - n bits of storage, First info-theoretic PIR with
- 12 - n"® server RAM lookups per query, 1. constant number of servers,
- 12 - nY%% bits of communication. 2. quasilinear storage, ano

3. polynomially-sublinear time.

Our schemes support a broader time-space tradeoff, that strictly improves on prior work.



Previous Work PIR with
Preprocessing from Polynomials and Derivatives



Paradigm: Brute Force Preprocessing

® Starting point: any PIR protocol with query
length £, and answer length £,

14
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Paradigm: Brute Force Preprocessing

® Starting point: any

P

R protocol with query

ength £, and answer length 7,

® Preprocess by precomputing answers to
every possible query
® Resulting PIR with preprocessing:
e Storage: £, - 2%

e Server time per query: fq + 7,

....................................................

....................................................................

....................................................................

....................................................................

Moral: we should look for PIR protocols with query length g < O(log n)

Spoiler: our construction will deviate from this brute force paradigm!
(but we will still need query length g < O(log n))



Abstraction: PIR from private polynomial evaluation

A common step In [BIMOO,

SIK

=02,

SIK05,WYOS5,

Polynomial

3V11..]
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Abstraction: PIR from private polynomial evaluation

A common step In

We need:

3. fos(P) = DB;

4. Parameter counting —»(

m
D

)

omial 1. fpg is homogenous and degree-D
' — 2. pwil encode the query index i € [n]
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Abstraction: PIR from private polynomial evaluation

A common step In

We need:
omial 1. fpg is homogenous and degree-D
' — 2. pwil encode the query index i € [n]
3. fos(P) = DB,
m
4. Parameter counting — (D) >N

Correctness: for any fyg and point p, a
user interacting with two honest servers

earns fpg(P).
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Abstraction: PIR from private polynomial evaluation
A common step In

We need:
omial 1. fpg is homogenous and degree-D
' — 2. pwil encode the query index i € [n]
3. fos(P) = DB,
m
4. Parameter counting — (D) >N

Correctness: for any fyg and point p, a
user interacting with two honest servers

earns fpg(P).

Privacy: each server learns nothing about
P, even if the server is malicious.




PIR from derivatives [\WY05]

Homogenous degree-D
Jog 1 Iy = I,

Point p €

Sample line —

L@)=r+1t-p

Fact: leading coefficient of fog(1(?)) is fog(P)
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PIR from derivatives [\WY05]

Homogenous degree-D
Jog 1 Iy = I,
Query: r = L(0) \ / Query: p+r = L(1)

Point p €

Sample line —

L@)=r+1t-p

Fact: leading coefficient of fog(1(?)) is fog(P)
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PIR from derivatives [\WY05]

Homogenous degree-D
Jog: Fy =
Query: r = L(0) \\ // Query: p+r = L(1)
Ans: foe(r), Vfsa(T) Ans: fos(P +T), V/fpe(P + 1)

Point p €

Sample line —

L@)=r+1t-p

Fact: leading coefficient of fog(1(?)) is fog(P)
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PIR from derivatives [\WY05]

Homogenous degree-D
Jog 1y = I,
Query: r = L(0) \\ // Query: p+r = L(1)
Ans: foe(r), Vfsa(T) Ans: fog(P + 1), Vfpg(p + 1)

Point p € % qulOV?ffDB ° E 'TO"tﬂ ]
evaluations and first-order
' — —
iamp_\e ine derivatives at O and 1 via
H=r+t-p Hermite interpolation
Fact: leading coefficient of fog(1(?)) is fog(P)
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PIR from derivatives [\WY05]

Query: r = L(0) \\ // Query: p+r = L(1)
Ans: foa(r), Visg(r) Ans: fpg(P +T), V/pe(P + 1)

Point p € [Fg“ % ?eclcver fog © IdJ from ]
- evaluations and first-order
E— —
ia(tgw p_\er\liet p derivatives at O and 1 via

Hermite interpolation
Fact: leading coefficient of fog(Li(?)) is fog(P)

With 2 servers, gives
“palanced” PIR with

= =73

)21@ — m=n'"

= query n'’? and
answer n'’? (partial
derivatives In each
direction)
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With

2 servers, gives

PIR from derivatives “balanced” PIR with
=3

)Zn —> m=n’3

= )

= query n'3 and

dNSWer n

I3 (partial

derivatives in each
direction)

This scheme has good communication but it can’t be brute-force preprocessed!
Need query length < O(log n) to be able to precompute answers to all queries

17



Fix: even more derivatives! Bimvoo,GLiv:25]

Homogenous degree-D
Jog 1y = I,
Query: r = L(0) ! Query:p+r = L(1)

ANS: for(r), V/IHr(T),
. DI,B V [D/ZJJE[))BB(I.) ey V LD/ZJ]CDB(I) + I')

Point p € [F’; Recover fyg © L from evaluations
Sample line —— _ and < |D/2]-order derivatives

. at 2 points via Hermite
L =r+1-p interpolation

Ans: fog(P + 1), Visg(p + 1),

18



_ . . With 2 servers, gives
Fix: even more derivatives! [Eivo0,GLv+25] | “imbalanced” PIR with

= m=(1+o0(l))-logn
= /) =m/2
= query m =~ logn

Homogenous degree-D and answer
o F o [ s
1D/2)
" (oartial derivatives to
Query: r = L(0) ! | Query: p +r = L(1)

| ANS: for(P + 1), V/ioe(p + 1),
Ans: fo(r), Vfpg(r). DB DB
--D-EjV LD/ZJ]E[)>BEs(l‘) s VIR foa(p + 1)

Point p € [F’; Recover fyg © L from evaluations
Sample line —— _ and < |D/2]-order derivatives

at 2 points via Hermite
iINnterpolation

order < |D/2])

18



Brute Force — PIR with Preprocessing
Precomputing answers for every query

Homogenous deg-D
Jos 1 Fy =

Query: r S' Query: p+r
Ans: fop(r), Vioe(r), ANS: fDB(PU‘;zl]), Vios(P +1).
L, VIPRIE (1) s VI fop(P + 1)
Doint p € F” Recover fng ° L from evaluations
2 L
. | _and < [D/2]-order derivatives
ample line at 2 points via Hermite

L#)=r+¢-p interpolation
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Brute Force — PIR with Preprocessing
Precomputing answers for every query

Query: r S' Query: p+r
L VIPRIE () s VIRl (p + 1)
Doint p € F” Recover fng ° L from evaluations
2 L
- . __, and < |D/2]-order derivatives
ie(t;? p_\e \Iﬂ+et . at 2 points via Hermite
- P interpolation
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Brute Force — PIR with Preprocessing
Precomputing answers for every query

Query: r ! | Query: p +r
Ans: foa(r), Viys(r) - Ans: for(p + 1), Vioe(p + 1),
B VALLIe L VPRI + 1)
Doint p € F” Recover fng ° L from evaluations
2 L
- . __, and < |D/2]-order derivatives
ie(tg p_\e \Iﬂ+et . at 2 points via Hermite
— ! P interpolation

With 2 servers, gives
preprocessing PIR with

"= Query O(log n) and

answer nY-%2
= om 082 _ 182+0(1)

server storage
= Y82 server time

19



Our Work: Preprocessing Better than Brute Force

20



Finding Redundancy in the Brute-Force Data Structure

Query: r ! | Query: p+r
Ans: fog(r), V/os(r), A Ans: o (p+T), Visg(p + 1),
L VIPRIE(r) L VPRI (p+ 1)

Pointp € FY! —— % —> foe(P)

21



Finding Redundancy in the Brute-Force Data Structure

B e
e e
o S

fos(1) I

"Jos(2)

...............................................................................................................

..............................................................................................................

Query: r ! ~. 2 @
Ans: fog(r), V@), —+ "M Ans: foe(p+r1), Vigg(p + 1),

L VIPRIE (1) L, VPRI (p 4 1)

Pointp € FY! —— % —> foe(P)

21



Finding Redundancy in the Brute-Force Data Structure

JoB
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Finding Redundancy in the Brute-Force Data Structure

JoB
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Store evaluation of fog and of its
kolerivatives at every point in truth table

~

J

23



Finding Redundancy in the Brute-Force Data Structure

JoB

T~

Store evaluation of fog and of its
kolerivatives at every point in truth table

~

J

24



Finding Redundancy in the Brute-Force Data Structure

JoB

T~

Store evaluation of fog and of its
kolerivatives at every point in truth table

~

J

25



Finding Redundancy in the Brute-Force Data Structure

JoB

o

T~

Store evaluation of fog and of its

kolerivatives at every point in truth table

~

J
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JoB

A

T~

Store evaluation of fog and of its
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~
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Finding Redundancy in the Brute-Force Data Structure

JoB

i

Store evaluation of fog and of its
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Finding Redundancy in the Brute-Force Data Structure

JoB

Y

T~

Store evaluation of fog and of its
kolerivatives at every point in truth table

~
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Finding Redundancy in the Brute-Force Data Structure

JoB

T

T~

Store evaluation of fog and of its
kolerivatives at every point in truth table

~
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T~
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Finding Redundancy in the Brute-Force Data Structure
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T~
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~
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Finding Redundancy in the Brute-Force Data Structure

X~

Store evaluation of fog and of its
\derivatives at every point in truth table

~

J
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Fact 0. For a linear function f : F — [, we have

S ) =fx+1)—flx).
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Fact 0. For a linear function f : [F — [, we have

S ) =fx+1)—flx).

Fact 1. Since fpg is multilinear, for any evaluation point X € [,

VigX) = R /ogx+u)—fogx) | € F

In other words: anyone can deduce V fpg(X) from the evaluations of fog in a
Hamming ball of radius 1 around point X.
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Fact 0. For a linear function f : [F — [, we have

S ) =fx+1)—flx).

Fact 1. Since fpg is multilinear, for any evaluation point X € [,

.

In other words: anyone can deduce V?f5g(X) from the evaluations of fg in a

Hamming ball of radius 2 around point X.
X _ _

Fact 2. Since fpg is multilinear, for any evaluation point X € [—2 ,

Jop(X +u; +u) — fog(X + ;) — fpg(X + u;) + fpg(X)
szDB(X) =
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Fact 0. For a linear function f : F — [, we have

S ) =fx+1)—flx).

Fact 1. Since fpg is multilinear, for any evaluation point X € [,

Viog(X) = | fos(X+uw) —fog(x) § €

Fact 2. Since fpg is multilinear, for any evaluation point X € [—2 ,
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ldea: Save storage by using evaluations
N Hamming balls instead of derivatives.

>

44



ldea: Save storage by using eva\uaticns@
N Hamming balls instead of derivatives. =

On query points r and r + p, the servers send back:

sures - {fop(r +€) : lell; < D/2}

r ..:..

po.o

{fost+p+e): el <D/2}
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|dea: Save storage by using eva\uations@
N Hamming balls instead of derivatives. =

On query points r and r + p, the servers send back:

From these replies, the user computes:

Partial derivatives of fog at r,r + p
(via finite differences)

sures - {fop(r +€) : lell; < D/2}

r ..:.‘

r p:o .::

{fost+p+e): el <D/2}

fop(@), ..., VIP2IL (r)
r
Ftp X
fog(r +p), ..., VP2 £ (r + p)
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[dea: Save storage by using eva\uations@
N Hamming balls instead of derivatives. =

On query points r and r + p, the servers send back:

From these replies, the user computes:

g Jfos(P) (via Hermite interpolation as before)

Partial derivatives of fog at r,r + p
(via finite differences)

sures - {fop(r +€) : lell; < D/2}

r .‘:.‘

r p:o .::

{fost+p+e): el <D/2}

fop(@), ..., VIP2IL (r)
r
Ftp X
fog(r +p), ..., VP2 £ (r + p)
Jos(P)
oP
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Our Resulting PIR with Preprocessing
ul
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Our Resulting PIR with Preprocessing
ul

Query: r ! |
ANS: -

[fop(r+e): |le| < D/2}

ANS:

Point p € Recover fog(p) via finit
Sample line — — > d

fferer

terpo

Query:p+r

{fos(r+p+e): ||l <D/2}

ces and Hermit

ation
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Our Resulting PIR with Preprocessing

Query: r s |
ANS: -

[fop(r+e): |le| < D/2}

ANS:

Point p € [ Recover fpg(p) Vvia finit
Sample line — > — > (differences and Hermit
L) =r+t-p interpolation

Query:p+r

{fop(r +p+e): [lell < D/2}

e
€

With 2 servers, gives
preprocessing PIR with

= Same comm. as [BIMOO]:

query O(log n)
answer n'-%2
= Same time as [BIM00]:
O(n"-5%) work
= Quasilinear space:

2 = pl+oll hitg

48



Theorem. On any database of n > 10° bits, there exists information-theoretic,
two-server PIR with preprocessing with:

- 1.5-4/logn - n bits of server storage,

- 12 - n%%% server RAM lookups per query, and
- 12 - n%® pbits of communication per query.

4
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Exponent in server storage

5 -
—— T his work
Prior work: BIMO0OO and GLM-+24
4 -
3 -
2 -
1 _I. ..............................................
0.5 0.6 0.7 0.8 0.9

Exponent in server work per query

1.0

50



Concrete Evaluation: 2GB Database

Memory accessed

Construction Storage
per query
Our work 1TB 0.7 MB
[BIMOO] /760000 TB 0.7 MB

XOR PIR [CGKS95] 2 GB (DB only) 2 GB (entire DB)
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Concrete Evaluation: 2GB Database

Memory accessed

Construction Storage Communication

per query
Our work 1TB 0.7 MB 0.7 MB
[BIMOO] 760000 TB 0.7 MB 0.7 MB

XOR PIR [CGKS95] 2 GB (DB only) 2 GB (entire DB) 0.05 MB
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Concrete Evaluation: 2GB Database

Memory accessed

Construction Storage Communication

per query
Our work 1TB 0.7 MB 0.7 MB
[BIMOO] 760000 TB 0.7 MB 0.7 MB

XOR PIR [CGKS95] 2 GB (DB only) 2 GB (entire DB) 0.05 MB

Throughput
(queries/s)

3804

374
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2 with n' W storage, n

54

1—Q(1)

server time, and O(1) servers



Summary

1-Q(1) S

e First information-theoretic PIR with ! T storage, n erver time, and O(1) servers

® [WO servers, server time nO°82

54



Summary

® [irst information-theoretic

® [WO servers, server time n

® Not covered In this talk:

P

2 with n' W storage, n
0.82

1-Q(1) S

erver time, and O(1) servers

® Shrinking the communication with linearly or fully homomorphic encryption

54



Summary

® [irst information-theoretic

® [WO servers, server time n

® Not covered In this talk:

P

2 with n' W storage, n
0.82

1-Q(1) ¢

erver time, and O(1) servers

® Shrinking the communication with linearly or fully homomorphic encryption

e Additional improvements for > 2 servers
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Summary

1-Q(1) S

e First information-theoretic PIR with ! T storage, n erver time, and O(1) servers

® [WO servers, server time nO°82

® Not covered In this talk:

® Shrinking the communication with linearly or fully homomorphic encryption
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Summary

1-Q(1) S

e First information-theoretic PIR with ! T storage, n erver time, and O(1) servers

® [WO servers, server time nO°82

® Not covered In this talk:

® Shrinking the communication with linearly or fully homomorphic encryption

e Additional improvements for > 2 servers

® Seems like it could be the first practically feasible PIR with preprocessing!

e Open question: our result but with 7°! communication (maybe with poly(n) storage)?

® Also practically relevant; would reduce network-related expenses and latency
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Thank you! Questions?

paper code
ePrint: 2025/2008

sures - {fop(r +€) : lell; < D/2}

fDB I'o':‘.
r p::.::
{fost+p+e): el <D/2}
fop(@), ..., VIP2IL (r)
JoB r
rrp X
fog(r +p), ..., VP2 £ (r + p)
fDB fDB(p)
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Homomorphic Encryption for Single-Server PIR

e PIR: computing DBJi] without revealing 1

® Naive FHE solution:
e Query: ct « FHE . Enc(7)
e Server answer: FHE . Eval(ct, DBJ - |)

e Server time per query: O(n) %

o57

]

Database
DB € {0,1}"

e User decrypts to learn DBJ1] Enc%
Enc(DBJi])
e But DB| - | is a size O(n) circuit!
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e Query: state, qu, < Query(7) @
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® [hree phases:

Homomorphic Encryption for 2-Server PIR

Database
DB € {0,1}"

o Query: state, qu, < Query(i)
o Answer: ans; = Answer(DB, qu,)

Reconstruction: DB[i] = Reconstruct(state, ans{) + Reconstruct(state, ans,)

y

ans
state
DBl1]
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Homomorphic Encryption for 2-Server PIR

Dat
® [hree phases: Atabase .
DB € {0,1}
o Query: state, qu, < Query(i) i< %,
e Answer: ans; = Answer(DR_au g
e Reconstruction: DB[#] = Reconstrct(state, ans;) + Reconstruct(state, ans,)
| qu
e Observation (coming uf |a small circuit! Enc(state)
\ Enc(DBIi])
e Include ct « FHE . Ngc(state) in glery
e Server i computes ans; then FHE . Eval(ct, Reconstruct(ans,, - ))
DB|i]

® Client decrypts!
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Our PIR Reconstruction

® fDB . ”:Z/l — [FZ of degree D
e Queries: I, r +p

e state = p

59

Cheatsheet
m =~ logn
D~ m/2




Cheatsheet

Our PIR Reconstruction gm@/gzn
~ m

o fog : 5 — [, of degree D
o Queries:Ir,r +p
o state = p

e Answers: {f(X +e):xe {r,r+pl.lell < D/Z}

59



Our PIR Reconstruction

o fog : 5 — [, of degree D
e Queries: r,r+p

e state = p

e Answers: {f(X +e):xe {r,r+pl.lell < D/Z}

® Reconstruction:

DB, = fpg(P) = Z
| el <[D/2]
esp

f(r +e)

from server 1's answer
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Our PIR Reconstruction

o fog : 5 — [, of degree D
e Queries: r,r+p

e state = p

e Answers: {f(X +e):xe {r,r+pl.lell < D/Z}

® Reconstruction:

DB; = fps(P) = Z

el <|D/2]

esp

f(r +e)

from server 1's answer

_|_

Cheatsheet
m =~ logn
D~ m/2

f(p+r+e)

from server 2's answer

, Foreache, I[e <p]=p" = H pl.e", which is degree < D/2 inp

1€|m]
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Cheatsheet

Abstract Setup m % logn

~ m/?2

e Two polynomials gy, &, : ;' — [, of degree D/2 for servers 1 and 2 respectively

g2,(x) = Z f(r + e) x©

le| <|D/2]

from server 1's answer

L= ) fp+r+e X

e < |D/2 ) Y J
fell < LDr2] from server 2's answer
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Abstract Setup m % logn

~ m/?2

e Two polynomials gy, &, : ;' — [, of degree D/2 for servers 1 and 2 respectively

e User’s goal: evaluate g;(p) + g,(p) for [|p|| = D, without revealing p € [’
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Cheatsheet

Abstract Setup m % logn

~ m/?2

e Two polynomials gy, &, : ;' — [, of degree D/2 for servers 1 and 2 respectively
e User’s goal: evaluate g;(p) + g,(p) for [|p|| = D, without revealing p € [’

e All we need to do is get server 1 to help the user evaluate g,(p) and likewise for server 2

o1



Cheatsheet

Succinct PIR from FHE m ~ logn

D~ m/2

M\ o omH@) o, H@)
am
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e Server computation: same as before + evaluating a degree D/2 polynomial in m variables

Runtime =& ( 8 ) . poly(1) ~ nf'W) . poly(1) ~ n"%% . poly(1)
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e H(a) € [0,1]: binary entropy of a € [0,1]
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Succinct PIR from FHE

e Communication: upload m - poly(4) = logn - poly(4), download poly(4)

Cheatsheet
m =~ logn
D~ m/2

M\ o omH@) o, H@)
am

e Server computation: same as before + evaluating a degree D/2 polynomial in m variables

Runtime &~
(D/z

e H(a) € [0,1]: binary entropy of a € [0,1]

m
) - poly(4) ~ n™% - poly(4) ~ n™%* - poly(4)

Theorem: with compact fully homomorphic encryption®, we get 2-server PIR with
server storage n M time per query O(n%8%) and communication O(logn).
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What About Linear Homomorphism?

e Goal: compute g(p) for g of degree D/2 and ||p|| = D, without revealing p

e Naive attempt: linearise the computation by including LHE . Enc(p®”’?) in the query

2

o COmmunication cost: (Dn;2> . poly(1) ~ n"%% . poly(1), same as before @

0.82

® \/ery imbalanced: uploading n ciphertexts and downloading just one — can rebalance!

Naive linearisation

_—— |

Halve the degree Halve the variables Use the sparsity of p

N

folal
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What About Linear Homomorphism?

Natural target: reduce communication from n"-%2 to \/ n0-82 = 5041

o4
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LHE — Computing Deg 2 Polynomials

e Claim assume LHE. Then if the user has X,y € F* and the server has A € F**¢ ,

the user can learn X' Ay without revealing X, y, with £ - poly(1) communication.

e Proof:

» User sends LHE . Enc(y)
e Server replies with LHE . Enc(Ay)

e User decrypts and locally takes the inner product with X
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Rebalancing

_— |

Halve the aegree

Naive linearisation

\v

Halve the variables

falal
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Halving the Degree/Variables

e \Want to write g(p) as a degree 2 polynomial in as few variables as possible

® |dea 1: use p‘X’D/4

m
o+ Number of variables (and communication): (D/4) ~ pnH1/8) 054

XRD/2
1:m/2

QRD/2

e l[dea2: usep S

and p

67
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e \Want to write g(p) as a degree 2 polynomial in as few variables as possible

® |dea 1: use p‘X)D/4

m
o+ Number of variables (and communication): (D/4) ~ pnH1/8) 054

XRD/2
1:m/2

XRD/2
m/2+1:m

m/2 ~ YMH/2)/2 1, 05
D/?2

e |dea 2: use p and p

o Number of variables: (
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Halving the Degree/Variables

e \Want to write g(p) as a degree 2 polynomial in as few variables as possible

® |dea 1: use p‘X’D/4

m
o Number of variables (and communication): (D/4) ~ pHU8) 5054

XRD/2
1:m/2

XRD/2
m/2+1:m

m/2 ~ YMH/2)/2 1, 05
D/?2

e |dea 2: use p and p

o Number of variables: (

m/?2

~ dmH/A)2 5 0.41
D/4

o Careful combination of these ideas: ~ (
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degg < D/2
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Halve the degree

\

Naive linearisation

Halve the variables

n

0.4

L. poly(log n, A) communication
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Naive linearisation

\

Use the sparsity of p

P

falal
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Leveraging the Sparsity of p PEFT

—valuating g2(p)

degg < D/2
, coefs(g)) under the hood Ipll =D

e Original naive idea: compute({p®

m

nonzero entries!
D/?2

o Observation: p only has D nonzero entries — p®D/ “has < 2P « (

70



Leveraging the Sparsity of p

(p&P2

e QOriginal naive idea: compute({p®}

, coefs(g)) under the hood

o Observation: p only has D nonzero entries — p®D/ “has < 2P « (

e |dea: view coefs(g) as a “mini-database” and run a single-server “mini-

IKOS04) to retrieve coefs(g) in just these 2° positions

70
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Cheatsheet
pelr’;
~ m/?2

—valuating g2(p)
degg < D/2

Ipll =D
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Leveraging the Sparsity of p [BIv04]

Batch PIR with many, non-adaptive queries
Gt b
N

IKOS'04,HHG'13,GKL'10,AS'16,H’16,ACLS'18,CHLR'18]



Leveraging the Sparsity of p

(p&P2

e QOriginal naive idea: compute({p®}

, coefs(g)) under the hood

o Observation: p only has D nonzero entries — p®D/ “has < 2P « (

e |dea: view coefs(g) as a “mini-database” and run a single-server “mini-
IKOS04) to retrieve coefs(g) in just these 2° positions

e Communication: &~ 2P ~ 2m/2 V-

(2

m
D/2

o

Cheatsheet
pelr’;
~ m/?2

—valuating g2(p)
degg < D/2

Ipll =D

) nonzero entries!

R” protocol (KO9Y,
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0.54

n().82

Naive linearisation

el

Halve the degree n%> |Halve the variables

n

0.5

Use the sparsity of p

e

no°31 communication!!

0.41

—ven better than the n

we were aiming for!
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Theorem: with compact linearly homomorphic encryption [known from DDH, DCR,
OR, LWE], we get 2-server PIR with server storage n1+0(1), time per query 0(n0°82)
and communication O(n"31).
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s = 2 Servers: A Refresher

ua
]

Query: L(O) =1 % !

pelH” ——— %
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Query: L(1)=p+r

Cheatsheet
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m
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s = 2 Servers: A Refresher

@ @ Cheatsheet
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fog Multilinear
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@ @ Cheatsheet
_ield: [|:2

fog Multilinear

Query: L(O) =1 % Query: L(1) =p+r L) =r+t-p
Ans: VEP2LL(L(0)) Ans: V=2 fa (L(1)) (Z) > n




s > 2 Servers: What Changes? [GLMDS25]
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fog Multilinear
L)=r+1t-p

¢

)2

/8



s> 2 ServerS' What Changes’? [GLMDS25]

E‘j 5 - @
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4 Query:
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Query: L(0) = r
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pefF" — %

4 Query:
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s> 2 ServerS' What Changes’? [GLMDS25]

@ 5 - @

4 Query:

Query: L(0) = r

ANS:
VSD/SJCDB(L(S — 1))

ANS: VSD/S]CDB(L(Oﬁ"-.
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Role of Individual Degree

e Uptonow: fpg : F" — [ multilinear with total degree D

m m
o degrees of freedom — > n
D D

m
o Number of derivatives:
D/s

e Generalisation: what if we let fyg have higher individual degree d > 17
® & more degrees of freedom — larger database!

® @ : also more derivatives to send = more time and communication per query

» TLDR: the sweet spot for d increases as the number of servers increases
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Exponent in server storage

1

3-server PIR with preprocessing b-server PIR with preprocessing

Vary individual deg
— Finite differences + vary individual deg
* Quasilinear storage
—— Previous work (GLM+25)

I A—

0.5 0.6 0.7 0.8 0.9 1.0 0.4 0.6 0.8 1.0
Exponent in server work per query Exponent in server work per query
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¢: codeword length
e Randomised Query(i € [n]) — qu € [£]? > alohabet

e Decode(i € [n],qu € [£]4, c[qu]) — msg][i] g locality

e Encode(msg € {0,1}") - c € )3

. Smoothness: marginal distribution of qu, is uniform over [£'] for all j
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b: number of batches
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Then each row’s distribution should be independent of the index 1 being queried

89



BIMOO PIR as a Batch-Smooth LDC Cheatsheet

n. message length

(b)2"




BIMOO PIR as a Batch-Smooth LDC Cheatsheet

n. message length

m
e Number of batches: b = 2 (D) > n

90



BIMOO PIR as a Batch-Smooth LDC Cheatsheet

n. message length

m
e Number of batches: b = 2 (D) > n

e Alphabet: 2 = {0,1}

90



BIMOO PIR as a Batch-Smooth LDC Cheatsheet

n. message length

D

m
e Number of batches: b = 2 ( ) > n

e Alphabet: 2 = {0,1}

o COdeword length: L =2". "
D/?2

90
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e Number of batches: b = 2

e Alphabet: 2 = {0,1}

o COdeword length: =2 "
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Our PIR as a Batch-Smooth LDC

e Number of batches: b = 2

e Alphabet: 2 = {0,1}

Finite differences
o Codeword length: £ = 2" - - 2

m
Number of queries: g = 2
: queris: g (D/z)

91

Cheatsheet
n. message length

(b)2"




Our PIR as a Batch-Smooth LDC

e Number of batches: b = 2

e Alphabet: 2 = {0,1}

Finite differences L,
o Codeword length: £ = 2" - - 2

m
o Number of queries: g = 2 < )

D/2

Cheatsheet
n. message length

(b)2"

Consequence: the first batch-smooth LDC with constant alphabet size,
constant number of batches b, codeword length nl"‘)(l), and polynomially

sublinear number of queries g = p 18D
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