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INTRODUCTION

... but PQC lives another day 0

Paper 2026/1693

The ePrint:2026/1591 Quantum Algorithm Does Not
Solve DCP
Aparna Gupte @, Massachusetts Institute of Technology

Seyoon Ragavan @, Google {United States), Massachusetts Institute of Technology
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\

Lessons

m We should be wary of believing in the post-quantum security of current
candidates
» Post-quantum attack analysis is confined to pen and paper

» Even surprising classical attacks can arise!

ELEVEN DAYS BEFORE THIS TALK
Quasipolynomial Cryptanalysis of the McEliece Cryptosystem
(or: PIR Meets McEliece)

Ashrujit Ghoshal* Yuval Ishai Aayush Jain* Nuozhou Sun®

August 7, 2026

“...a simple, classical quasipolynomial-time distinguisher
for Goppa-McEliece”
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INTRODUCTION

Lessons 0

m We should be wary of believing in the post-quantum security of current
candidates

» Post-quantum attack analysis is confined to pen and paper
» Even surprising classical attacks can arise!

= No time like the present to study (quantum attacks on) lattice-based
cryptography
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

Part 1: Lattice-based public-key cryptography 0

Public-key

encryption > S5 | LWE
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

0

Linear systems of equations

Baby problem: exact, over R

BITS OF
b AT EACH ENTRY
s head (MSBs)
m = D
tail (LSBs)
——

n

read s straight off — Gaussian elimination
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\

Linear systems of equations

Attempt 1 — chop off the head: everything mod ¢
BITS OF

EACH ENTRY
b AT

s head (MSBs)

m = |:| mod q

tail (LSBs)

n

still Gaussian elimination, now over 7,
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

0

Linear systems of equations

Attempt 2 — chop off the tail: add noise, over R

BITS OF
b AT 3 EACH ENTRY
S head (MSBs)
m = D +
tail (LSBs)
N—

least squares linear regression
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

0

Linear systems of equations

Chop off both:

BITS OF
b AT e EACH ENTRY
)

head (MSBs)

m = |:| + modgq E

tail (LSBs)

n

nobody knows how (even with a quantum computer)
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

Only one corner is hard

EXACT, OVER R

b=ATs
read s straight off:
Gaussian elimination

NOISE: CHOP THE TAIL

b=ATs+e
least squares — ordi-
nary linear regression

[0 | | (I
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MOD ¢g: CHOP THE HEAD

still Gaussian elimi-
nation, now over Z,

b= A4"s mod g g

CHOP OFF BOTH
b= ATs +emodgq =

LWE, conjectured to be hard
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY
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Learning with errors (LWE) recap: decoding a random
linear code from ¢, errors

S

m = |:| + modgq

withm > n
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\

Learning with errors (LWE) recap: decoding a random
linear code from ¢, errors

S

m = |:| + modgq

withm > n

—
n

given A, recover s — where e is small in £, norm, but unknown
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Short integer solutions (SIS): finding a short parity
check

A 0]
0
n = |o modq
0
——

m
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A 0

0
n = |o modq
0

m

given A, find a short (low-norm) nonzero r that the code kills
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\

Short integer solutions (SIS): finding a short parity
check

A 0

0
n = 10 modq
0

Y
m

given A, find a short (low-norm) nonzero r that the code kills

Relevance is analogous to why low-weight parity checks are valuable for
decoding — they limit noise propagation
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

Alice sends Bob a bit b using LWE/SIS 0

A MESSAGE, OVER AN OPEN CHANNEL

(7))
8 -

Alice Bob

3
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Alice sends Bob a bit b using LWE/SIS

A MESSAGE, OVER AN OPEN CHANNEL

r_] | -
Alice 8 Bob

Eve
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A MESSAGE, OVER AN OPEN CHANNEL

r_] | -
Alice 8 Bob

CHALLENGE 1 Eve

they have never met — there is no
shared key
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

Alice sends Bob a bit b using LWE/SIS 0

A MESSAGE, OVER AN OPEN CHANNEL

r_] | -
Alice 8 Bob

CHALLENGE 1 QEve CHALLENGE 2

they have never met — there is no

shared key and Eve has a quantum computer
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

Key generation

PUBLIC: THE MATRIX A

public key A

0 3

Alice Bob

secret key r
short, Ar=0,r,, =1
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

0

Key generation

PUBLIC: THE MATRIX A
public key A

0 3

Alice Bob

secret key r
short, Ar=0,r,, =1

‘ Public key A, secret key r — so solving SIS is equivalent to key recovery.
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

Encryption

PUBLIC: THE MATRIX A

8 4|C:ATs+e+(0,...,0, qu/Q])]——> 8
Bob

Alice

samples s, e secret key r
short, Ar=0, 7, =1
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

0

Encryption

PUBLIC: THE MATRIX A

B HC:ATSJreJr(O,...,O, qu/Q})]—» 8
Bob

Alice

samples s, e secret key r
short, Ar=0,r,, =1

The ciphertext is masked by A's + e — so solving LWE is equivalent to de-
cryption.
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

\

Bob decrypts using the parity check r

(r,e) = (r,ATs) + (r,e) + (r, b|q/2](0,...,0,1))
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Bob decrypts using the parity check r

(r,e) = (r,ATs) + (r,e) + (r, bl ¢/2](0, ...
=0 since Ar=0 small: both are short
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

\

Bob decrypts using the parity check r

(rre) = (r,ATs) + (r,e) + (r, blg/2](0,...,0,1))
=0 since Ar=0 small: both are short 0 if b=0, q/2 otherwise

QCS GROUP MEETING 14/42



LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

\

Bob decrypts using the parity check r

(rre) = (r,ATs) + (r,e) + (r, blg/2](0,...,0,1))
=0 since Ar=0 small: both are short 0 if b=0, q/2 otherwise

So (r,c) is b|q/2] plus something small — round to the nearer of 0 and ¢/2 and
read off b.
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LATTICE-BASED PUBLIC-KEY CRYPTOGRAPHY

\

The heart of lattice-based cryptography

from the “low-norm parity check” intuition

ASSUMPTION 1 /\\ ASSUMPTION 2

LWE is hard SIS is hard

b= ATs+emod g V\/ Ar =0 mod g, rshort

later this talk

Attacking this encryption < solving one of these.
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AN ABBREVIATED HISTORY OF LATTICE ATTACKS

Part 2: An abbreviated history of LWE/SIS attacks 0

SIS LWE
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AN ABBREVIATED HISTORY OF LATTICE ATTACKS

Timeline

() direct LWE or SIS attack

QUANTUM

CLASSICAL
BKW

2000

qO(n/Iog n)

stands, but needs
m = qu,’\ogm
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lated problem
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Timeline

() direct LWE or SIS attack R R

solves a different but re- 2003 2016
lated problem -
20(Vn) p0|y(n)
stands
QUANTUM
CLASSICAL

BKW

2000

qO(n/Iog n)

stands, but needs
m = qom/\ogm

QCS GROUP MEETING 17/42



AN ABBREVIATED HISTORY OF LATTICE ATTACKS

Timeline IL]]

() direct LWE or SIS attack R R

solves a different but re-

2003
lated problem
20(Vn) _pe].yq.ﬁ_)_
(= withdrawn or refuted
stands withdrawn
QUANTUM in 3 days

CLASSICAL
BKW

2000

qO(n/Iog n)

stands, but needs
m = q()m/\ogn)

QCS GROUP MEETING 17/42



AN ABBREVIATED HISTORY OF LATTICE ATTACKS

Timeline

) direct LWE or SIS attack R R

solves a different but re-

2003
lated problem
20(Vn) _pel.yf.(.ﬁ_)_
(= withdrawn or refuted
stands withdrawn
QUANTUM in 3 days

CLASSICAL
BKW

2000

qO(n/Iog n)

stands, but needs
m = qO(nﬂwrn

QCS GROUP MEETING

Chen-Liu-
Zhandry

2021
poly(n)

on a variant

17/42



AN ABBREVIATED HISTORY OF LATTICE ATTACKS

Timeline

) direct LWE or SIS attack R R

solves a different but re-

2003
lated problem
20(Vn) _pel.ﬁﬁ_)_
(= withdrawn or refuted
stands withdrawn
QUANTUM in 3 days

CLASSICAL
BKW

2000

qO(n/Iog n)

stands, but needs
m = qO(nﬂwrn

QCS GROUP MEETING

Chen-Liu-
Zhandry

2021
poly(n)

on a variant

17/42



AN ABBREVIATED HISTORY OF LATTICE ATTACKS

Timeline ID]

. Kuperberg Eldar-Shor Chen-Liu-
() direct LWE or SIS attack Zhandry
solves a different but re- 2003 2021
lated problem o i .
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AN ABBREVIATED HISTORY OF LATTICE ATTACKS

Timeline

() direct LWE or SIS attack Kuperberg Eldarshon

solves a different but re- 2003

2016
lated problem
20(Vn) _pel.yq_n_)_
—J withdrawn or refuted
stands withdrawn
QUANTUM in 3 days

CLASSICAL
BKW

2000

qO(n/\og n)

stands, but needs

O(n/logn)

m = q

Chen-Liu-
Zhandry

2021
poly(n)
not a speedup
any ;nore
Kothari—
O’Donnell-Wu
2025
poly(n)

PARTIALLY de-
quantises CLZ

Chen Simon
2024 2026
ool oolhiin)

[P 4 [P 4
bug found refuted
in 8 days in 9 days

The best we can do (classically or quantumly) is still 20",
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A DIHEDRAL VIGNETTE

Part 3: A dihedral vignette

\

SIMON 26
his attack lives along this stretch

Dihedral

HiE coset problem

—» Subset sum
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Up next

Paper 2026/1591
A Polynomial-Time Quantum Algorithm for the Dihedral
Coset Problem

Daniel R. Simon @, Amazon Web Services

6 AUGUST 2026
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A DIHEDRAL VIGNETTE

Up next

QCS GROUP MEETING

0

Paper 2026/1591

A Polynomial-Time Quantum Algorithm for the Dihedral
Coset Problem

Daniel R. Simon @, Amazon Web Services

6 AUGUST 2026

Paper 2026/1693

The ePrint:2026/1591 Quantum Algorithm Does Not
Solve DCP

Aparna Gupte @, Massachusetts Institute of Technology
Seyoon Ragavan @, Google (United States), Massachusetts Institute of Technology
Mark Zhandry@, Google (United States), Stanford University

15 AUGUST 2026 - NINE DAYS LATER
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A DIHEDRAL VIGNETTE

\

The dihedral coset problem

Learn a hidden secret s € Z , given samples of the form

5 (12)]0) + |z + 5)[1))

for uniform but unknown = — a fresh one every sample
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The dihedral coset problem

Learn a hidden secret s € Z , given samples of the form

5 (12)]0) + |z + 5)[1))

for uniform but unknown = — a fresh one every sample

° ° ° Y
SAMPLE 1 SampLE 2 SAmPLE 3 SAMPLE 4

the pair moves every time — the gap never does
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A DIHEDRAL VIGNETTE

\

The dihedral coset problem

Learn a hidden secret s € Z , given samples of the form

5 (12)[0) + |z + 5)[1))

for uniform but unknown = — a fresh one every sample

° ° ° v
SAMPLE 1 SampLE 2 SAmPLE 3 SAMPLE 4
the pair moves every time — the gap never does

Regev’s 2004 reduction: breaking LWE reduces to solving DCP.
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A DIHEDRAL VIGNETTE

0

Fourier sampling

75 (12)10) + |z + 5)[1))

QUBIT
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A DIHEDRAL VIGNETTE

Fourier sampling

QCS GROUP MEETING

QFT |z) =

fZ w 7 ly)

0

2 (12)[0) + o + 5)]1))

QFT Y

QUBIT
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A DIHEDRAL VIGNETTE

Fourier sampling

QFT[2) = & 30, i Jy)

so the state is FZ wit [y)(10) + w7 [1))
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QFT Y
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A DIHEDRAL VIGNETTE

\

Fourier sampling

2 (12)[0) + o + 5)]1))

QFT[z) = = 30 wif 19)
sothe stateis 1o 3= wi [y)(10) +w¥|1)) OFt Y

measure y 1 us
—— L(10) + W)

up to the global phase w%? 75(10) + Wi 1))
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A DIHEDRAL VIGNETTE

\

Regev’s 2004 reduction to subset sum

FROM k FOURIER SAMPLES, WITH y KNOWN

k Y; S s(b,
Qi1 (10) +wk1) = Tperoupewn ™ [b)
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Regev’s 2004 reduction to subset sum

FROM k FOURIER SAMPLES, WITH y KNOWN

k Y, S s(b,
Qi1 (10) +wk1) = Tperoupewn ™ [b)
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Regev’s 2004 reduction to subset sum

FROM k FOURIER SAMPLES, WITH y KNOWN

k Y, S s(b,
Qi1 (10) +wk1) = Tperoupewn ™ [b)

* COMPUTE (b,y) COHERENTLY

Spwon by |(b,y))

* IF WE COULD UNCOMPUTE b..
> wilz) = QFT|s)

...and we would be done
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A DIHEDRAL VIGNETTE

\

Regev’s 2004 reduction to subset sum

FROM k FOURIER SAMPLES, WITH y KNOWN

k : b,
®i:1(|0> + w?vs|1>) = Zbg{OJ}k w}%( Z |b>
* COMPUTE (b,y) COHERENTLY
s(b,
Spwn [b) [(b,y))
* IF WE COULD UNCOMPUTE b..
> wilz) = QFT|s)
...and we would be done

but undoing b i~ (b, y) is exactly subset sum
— which is believed to be hard
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A DIHEDRAL VIGNETTE

Regev '04: recap

We're

going to
solve
LWE via DCP
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A DIHEDRAL VIGNETTE

Regev '04: recap

We're
going to
solve
LWE via DCP

Regev
-> just
need to solve
subset sum

QCS GROUP MEETING
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using
our quantum
computer in
Santa Barbara

just
need to
solve
subset sum
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A DIHEDRAL VIGNETTE

Regev '04: recap 0

We're | using
going to our guantum
solve computer in

santaBabara| Simon’s idea: keep the
Regev '04 template, and
aim to “solve subset sum
erroneously”.

Regev ; just
--> just need to
need to solve solve

subset sum | subset sum
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A DIHEDRAL VIGNETTE

\

Simon’s two ideas

IDEA 1 — ALSO IN REGEV ‘@4, FOR TECHNICAL REASONS

Measure all but the highest-order bit of t = (b, y). Splitting ¢t = ¢,,,, + MSB(¢) - N /2,
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Simon’s two ideas

IDEA 1 — ALSO IN REGEV ‘@4, FOR TECHNICAL REASONS

Measure all but the highest-order bit of t = (b, y). Splitting ¢t = ¢,,,, + MSB(¢) - N /2,
wit = sz\ftlow - (=1)=MsB(®) — 2(71) s-MSB((b,y)) |b)
b
Only the top bit of the subset sum still matters — and only the lowest bit of s.
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A DIHEDRAL VIGNETTE

\

Simon’s two ideas

IDEA 1 — ALSO IN REGEV ‘@4, FOR TECHNICAL REASONS

Measure all but the highest-order bit of ¢ = (b, y). Splitting ¢ = ¢,,,, + MSB(t) - N /2,

wlsvt _ w]svtbw . (_1)S«MSB(t) = Z(_l) s-MSB((b,y)) |b)
b
Only the top bit of the subset sum still matters — and only the lowest bit of s.
IDEA 2
The b register is still there, so we still have to produce MSB((b, y)) from b — but that bit survives a
lot of forgetting.

Group the coordinates into small buckets and keep only enough high-order bits of each bucket’s
own subset sum.

b |1||l@f 1)1 1fl@f1])1 1flojf1]/1
—_— Y
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Simon’s two ideas

IDEA 1 — ALSO IN REGEV ‘@4, FOR TECHNICAL REASONS

Measure all but the highest-order bit of ¢ = (b, y). Splitting ¢ = ¢,,,, + MSB(t) - N /2,

wlsvt _ w]svtbw . (_1)S«MSB(t) = Z(_l) s-MSB((b,y)) |b)
b
Only the top bit of the subset sum still matters — and only the lowest bit of s.
IDEA 2
The b register is still there, so we still have to produce MSB((b, y)) from b — but that bit survives a
lot of forgetting.

Group the coordinates into small buckets and keep only enough high-order bits of each bucket’s
own subset sum.

b 1{lofl1|1 1o 11 1{(off1(f1
N — N —
top bits of > top bits of > top bits of >
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Simon’s two ideas

IDEA 1 — ALSO IN REGEV ‘@4, FOR TECHNICAL REASONS

Measure all but the highest-order bit of ¢ = (b, y). Splitting ¢ = ¢,,,, + MSB(t) - N /2,

wlsvt _ w]svtbw . (_1)S«MSB(t) = Z(_l) s-MSB((b,y)) |b)
b
Only the top bit of the subset sum still matters — and only the lowest bit of s.
IDEA 2
The b register is still there, so we still have to produce MSB((b, y)) from b — but that bit survives a
lot of forgetting.

Group the coordinates into small buckets and keep only enough high-order bits of each bucket’s
own subset sum.

b 1((0|l1]l1 1|(of1]|1 1/|0f(1]1
=
top bits of 3 top bits of 3 top bits of 32 — | the top bit of (b, y)
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Simon’s two ideas

IDEA 1 — ALSO IN REGEV ‘@4, FOR TECHNICAL REASONS

Measure all but the highest-order bit of ¢ = (b, y). Splitting ¢ = ¢,,,, + MSB(t) - N /2,

wlsvt _ w]svtbw . (_1)S«MSB(t) = Z(_l) 5-MSB((b,y)) |b)
b
Only the top bit of the subset sum still matters — and only the lowest bit of s.
IDEA 2
The b register is still there, so we still have to produce MSB((b, y)) from b — but that bit survives a
lot of forgetting.

Group the coordinates into small buckets and keep only enough high-order bits of each bucket’s
own subset sum.

b 1((o|l1]l1 1j(0f1]|1 1/|0f(1]1
——
top bits of 3 top bits of 3 top bits of 32 — | the top bit of (b, y)
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A DIHEDRAL VIGNETTE
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Why this template cannot work

OBSERVATION

That same per-bucket construction can be carried out while forgetting most of y.
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That same per-bucket construction can be carried out while forgetting most of y.
AND THAT IS FATAL

Doing so effectively collapses the |b) register to a singleton — and a singleton is useless: there
is no superposition left to interfere.
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A DIHEDRAL VIGNETTE

Why this template cannot work 0

OBSERVATION

That same per-bucket construction can be carried out while forgetting most of y.
AND THAT IS FATAL

Doing so effectively collapses the |b) register to a singleton — and a singleton is useless: there
is no superposition left to interfere.

THE INTUITION

an EPR pair

QCS GROUP MEETING 26/42



A DIHEDRAL VIGNETTE

Why this template cannot work 0

OBSERVATION

That same per-bucket construction can be carried out while forgetting most of y.
AND THAT IS FATAL

Doing so effectively collapses the |b) register to a singleton — and a singleton is useless: there
is no superposition left to interfere.

THE INTUITION

what you kept

T AR [Pl is a singleton
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A DIHEDRAL VIGNETTE

Why this template cannot work 0

OBSERVATION

That same per-bucket construction can be carried out while forgetting most of y.
AND THAT IS FATAL

Doing so effectively collapses the |b) register to a singleton — and a singleton is useless: there
is no superposition left to interfere.

THE INTUITION

—_— Yi

b

. what you kept each y, with
T AR [Pl is a singleton its own b,

i
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A DIHEDRAL VIGNETTE

Why this template cannot work 0

OBSERVATION

That same per-bucket construction can be carried out while forgetting most of y.
AND THAT IS FATAL

Doing so effectively collapses the |b) register to a singleton — and a singleton is useless: there
is no superposition left to interfere.

THE INTUITION

— Yi b, ) — b,
. what you kept each y, with so the b’s have
I (274 (2L is a singleton its own b, been measured

knowing all but one bit of the overall sum
and that b, = 1 pins down vy,
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A DIHEDRAL VIGNETTE

\

Takeaways

THE NO-GO

m Regev’s ‘04 template forces your hand
m You must use basically all of y in the subset-sum stage
m The more you forget of it, the more |b) collapses
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m Regev’s ‘04 template forces your hand
m You must use basically all of y in the subset-sum stage
m The more you forget of it, the more |b) collapses
STILL WORTH HAVING
m Simon’s small per-bucket caches
m Top bit of the subset sum, from very little
®m May yet be useful — here or elsewhere
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A DIHEDRAL VIGNETTE

\

Takeaways

THE NO-GO
m Regev’s ‘04 template forces your hand
m You must use basically all of y in the subset-sum stage
m The more you forget of it, the more |b) collapses
STILL WORTH HAVING
m Simon’s small per-bucket caches
m Top bit of the subset sum, from very little
®m May yet be useful — here or elsewhere
AND A WAY TO READ SIMON’S MANUSCRIPT
® Hunt the red herrings, strip them away
m Steps that provably cannot affect correctness
B e.g. many Hadamard-basis measurements — only “all zeros or not” is ever used
— cuts through a lot of noise
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REGEV'S 2005 REDUCTION

Part 4: Regev’s 2005 reduction

\

SIS =» LWE
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REGEV'S 2005 REDUCTION

\

The heart of lattice-based cryptography

from the “low-norm parity check” intuition

ASSUMPTION 1 /\ ASSUMPTION 2

LWE is hard SIS is hard

b= ATs+emodgq V\/ Ar =0 mod g, rshort

up next
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REGEV'S 2005 REDUCTION

The Fourier convolution theorem
f(x) =1[Ax = 0]

= (T

f@) x1[z=ATs]

FOURIER ‘ ‘

QCS GROUP MEETING
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REGEV'S 2005 REDUCTION

The Fourier convolution theorem

f(x) = 1[Ax = 0] 9(x) =TI, p(z;) — x short
o ‘ ‘ ‘ ‘ ‘ ‘ : A/L
f(2) x1jz=ATs §(z) — a narrow Gaussian

)

FOURIER ‘ ‘
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REGEV'S 2005 REDUCTION

The Fourier convolution theorem
f(x)=1[Ax = 0] 9(x) =TI, p(z;) — x short pointwise product f - g

= (T Al

f(2) x1jz=ATs §(z) — a narrow Gaussian convolution f # §

R B
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REGEV'S 2005 REDUCTION

0

The Fourier convolution theorem
f(x) =1[Ax = 0] 9(x) =1, p(z;) — x short pointwise product f - g

= [T .

f(2) x1jz=ATs §(z) — a narrow Gaussian convolution f # §

=TT 100

Multiplying two functions pointwise is convolving their Fourier transforms.

X — ‘
|
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REGEV'S 2005 REDUCTION

\

What we can build, and what we want

GOAL

Output an x with Ax = 0 and x short — a SIS solution.

[ker A) =3, F(O)Ix) [P)®™ =324 9 |%)

easy to prepare easy to prepare: one Gaussian, m times
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\

What we can build, and what we want

GOAL

Output an x with Ax = 0 and x short — a SIS solution.

lker A) =5, F(X)[x) lp)®™ =22 9(X) %)
easy to prepare easy to prepare: one Gaussian, m times

Zf(x)g(x) X) | THE “ONLY" HARD PART

X
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REGEV'S 2005 REDUCTION

\

What we can build, and what we want

GOAL

Output an x with Ax = 0 and x short — a SIS solution.

lker A) =5, F(X)[x) lp)®™ =22 9(X) %)
easy to prepare easy to prepare: one Gaussian, m times
Z f(X) g(X) |X> THE “ONLY” HARD PART
X

+ MEASURE

out comes a short x with Ax = 0 — a SIS solution
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REGEV'S 2005 REDUCTION

Take the QFT

what we want

A,

QCS GROUP MEETING

so it is enough to prepare

= LA

Y Y. d(e)|ATs +e)

0
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REGEV'S 2005 REDUCTION

Building the convolution

m Prepare ) _|ATs)and }_ g(e)|e) side
by side — two registers, two unrelated
pictures

QCS GROUP MEETING

Y5 |ATs)

2. d(e)le)

0
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REGEV'S 2005 REDUCTION “m

Building the convolution

m Prepare ) _|ATs)and }_ g(e)|e) side
by side — two registers, two unrelated
pictures

m Add them coherently — a tagged
convolution

Y Y. d(e)|ATs)le)|ATs +e)

RIGHT SHAPE, BUT EVERY PIECE IS TAGGED
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REGEV'S 2005 REDUCTION

Building the convolution

m Prepare ) _|ATs)and }_ g(e)|e) side
by side — two registers, two unrelated
pictures

m Add them coherently — a tagged
convolution

m The decoding problem we are left with:

uncompute the tag A's

QCS GROUP MEETING

NANA

Y Y. d(e)|ATs +e)

TAG FORGOTTEN — ONE PICTURE

\
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REGEV'S 2005 REDUCTION

Voilal The decoding problem is exactly LWE! 0

WHAT WE BUILT WHAT COMES 0OUT
2 1 Q 3 1
MEASURE
—
b=ATs+e

ZZg e)|ATs +e)
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REGEV'S 2005 REDUCTION

\

Voilal The decoding problem is exactly LWE!

WHAT WE BUILT WHAT COMES OUT

2 1|le| |3 1 AN LWE
MEASURE INSTANCE
e —_—

b=ATs+e
e)|ATs +e)

ZZQ

QCS GROUP MEETING

LWE
b= A"s+emod g
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REGEV'S 2005 REDUCTION

Voilal The decoding problem is exactly LWE! Q

WHAT WE BUILT WHAT COMES 0OUT
n ﬂ n ’\ 2 1 ") 3 1 AN LWE
MEASURE INSTANCE LWE
; > b=ATs+e ’
ZZQ )[A's +e) b=A"s+emodgq

WHAT THAT BUYS US
USED AS THE DECODER

an LWE solver —_— a short x with Ax =0
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REGEV'S 2005 REDUCTION

Voilal The decoding problem is exactly LWE!

WHAT WE BUILT WHAT COMES 0OUT
5 ) 1 ") 3 1 AN LWE
” “ “ “ MEASURE INSTANCE LWE
; > b=ATs+e ’
ZZQ )[A's +e) b=A"s+emodgq

WHAT THAT BUYS US
USED AS THE DECODER

an LWE solver —_— a short x with Ax =0

SIS reduces to LWE.

QCS GROUP MEETING

\
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REGEV'S 2005 REDUCTION

\

Generalisation: quantum decoding

THE PROBLEM

given > " j(e) |ATs + e), recover A's
e
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

\

Part 5: DQI — new algorithms via Regev’s 'O5 reduction

—

DQI

using the ideas from this arrow to find new
quantum algorithms
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

\

Wait a minute...

We're

going to |
solve SIS
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Wait a minute...

We're

going to
solve SIS

QCS GROUP MEETING

\

using
our quantum
computer in
Santa Barbara
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Wait a minute...

We're

using

f our quantum
going to computer in
solve SIS | Santa Barbara

Regev
--> just
need to

solve LWE
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We're
going to
solve SIS

Regev

--> just

need to
solve LWE
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computer in
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

Wait a minute...

We're ' using
our quantum |

going to computer in
solve SIS | Santa Barbara

Regev just

—> just need to

needto |
solve LWE solve LWE

QCS GROUP MEETING

Keep the Regev '05
template, but find
decoding problems that
we can actually solve.

\
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

A history of DQI

QUANTUM
DECODER

CLASSICAL
DECODER

ALGEBRAICALLY
UNSTRUCTURED

() quantum advantage

2021 2024 2025 2026
// o quantum advan-
tage

QUANTUM
DECODER

CLASSICAL
DECODER

ALGEBRAICALLY
STRUCTURED
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

A history of DQI

=
= pecoper (CLZ21
=5
O
Ho
55
o= o
o
© 2| CLASSICAL
=5 DECODER
2021
tr QUANTUM
I8 DECODER
L
235
Hie
To
==
[+4
w
vj; CLASSICAL
b3 DECODER

QCS GROUP MEETING

2024

() quantum advantage

O no quantum advan-
tage

7,-SIS
2025 2026

g=3,and S; = {1, 2} forevery i

2 o o [ ]
1@ [ ] [ ]

{1,2} = Z3 \ {0}: no coordinate is allowed to vanish

|S;|/q = 2/3 — most of the alphabet is legal

38/42
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A history of DQI

() quantum advantage

QUANTUM ; i
pecoper | CLZ 21 C] no quantum advan

tage

CLASSICAL
DECODER

ALGEBRAICALLY
UNSTRUCTURED

2021 2024 2025 2026

QUANTUM I
DECODER

Sn 8 S5 S & & &
[DQI: Reed-Solomon ’24] fla,) e s,
CLS;SEI)SQIF; every coordinate, not just most of them
S=8, x8; xx8,
find a low-degree f that interpolates S

ALGEBRAICALLY
STRUCTURED
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A history of DQI

> QUANTUM
22| oecoer (CLZ'2 () quantum advantage
SR
<3 O no quantum advan-
BE tage
[5] CLASSICAL . ’
25| e DQI: LDPC ‘24
MAX-k-XORSAT
2021 2024 2025 2026

>
2o oecooer
Sa (a;,x) = b; mod 2
=

o
% 2 [ DQI: Reed—-Solomon 24 ] a few variables per constraint
& 5| cLASSICAL — satisfy as many as you can
= DECODER
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A history of DQI

() quantum advantage

QUANTUM ; .
pecoper | CLZ 21 D no quantum advan

tage

ALGEBRAICALLY
UNSTRUCTURED

CLASSICAL - -
DECODER DQI: LDPC '24

2021 2024 2025 2026

QUANTUM I
DECODER

G Bh B & & & B
( DaI: Reed-Solomon ‘24 | fla)es,
CLASSICAL

DECODER every coordinate, not just most of them

Soft decoders 24 S=8; x 8y xx8,,

find a low-degree f that interpolates S

ALGEBRAICALLY
STRUCTURED
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

A history of DQI

>a QUANTUM Locally-quantum LDPC
;( % pecoper (CLZ21 decoders '26 C] quantum advantage
O
<9 O no quantum advan-
8 tage
© 2| CLASSICAL ; ;
= = DECODER DQI: LDPC 24
MAX-k-XORSAT
2021 2024 2025 2026

>
Ja| oecover
S (a;,X) = b, mod 2
=

o
52 ( Dat: Reed-Solomon 24 | a few variables per constraint
@ 5| cLassIcAL — satisfy as many as you can
= DECODER

Soft decoders '24
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DQI: NEW ALGORITHMS VIA REGEV'S

A history of DQI

QUANTUM
DECODER CLz21

ALGEBRAICALLY
UNSTRUCTURED

DQI: LDPC 24

2024 2025

[ DQI: Reed-Solomon 24 ]

CLASSICAL
DECODER
2021
tr QUANTUM
o2 DECODER
L
235
Hie
To
£S5
(M=
@ ¥;| CLASSICAL
= DECODER

QCS GROUP MEETING

Soft decoders '24

‘@5 REDUCTION

Locally-quantum LDPC
decoders '26 C]

73

2026

Ragavan-Shutty °

THIS WORK

quantum advantage

no quantum advan-
tage

— all 3¢ points

find a low-degree f thatis

nonzero

at only the pink points
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

0

Our observation: what CLZ actually needs

WHAT WE THOUGHT

m > n? .
Chen-Liu-Zhandry

—>

5 2
n-* n-
—

Kothari—-O’Donnell-Wu

QCS GROUP MEETING 39/42



DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

Our observation: what CLZ actually needs

WHAT WE THOUGHT

o 2.
T =TT

WHAT IT ACTUALLY NEEDS

m > rank(C*?)

C*2, the Schur square: take every
codeword of C' = im AT, square it
entry by entry, and ask what those
vectors span.

QCS GROUP MEETING

2
n

0

Chen-Liu-Zhandry
—>

—>
Kothari—-O’Donnell-Wu
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

Our observation: what CLZ actually needs

WHAT WE THOUGHT

o 2.
T =TT

\l

WHAT IT ACTUALLY NEEDS

m > rank(C*Q) Reed-Muller

C*2, the Schur square: take every
codeword of C' = im AT, square it
entry by entry, and ask what those KOW does not
vectors span.

nl:58

QCS GROUP MEETING

here: CLZ still works, "

0

Chen-Liu-Zhandry

Kothari—-O’Donnell-Wu
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

\

Our observation: what CLZ actually needs

WHAT WE THOUGHT

2
=17 .
+ Chen-Liu-Zhandry
WHAT IT ACTUALLY NEEDS d ”
%2 Reed-Muller
m > rank(C*?) ',
C*2, the Schur square: take every ss R "
codeword of C = im AT, square it LY
entry by entry, and ask what those KOW does not Kothari-O’Donnell-Wu

vectors span.

So why isn't this just OPl again? Because this problem really does need a
quantum decoder.
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\

An example problem that we solve

Zg — all 3¢ points
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION un

An example problem that we solve

Zg — all 3¢ points
m Sample a set S C 7¢ uniformly at random, of
) ) size n = |S| = 3064,
® ®
® ®
® e ®
e
e e
@ @
® ®
)
® )
®
® e
® ®
® ®

@ @ @

® e
@ @
® ® ®
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DQI: NEW ALGORITHMS VIA REGEV’'S "@5 REDUCTION

0

An example problem that we solve

Zg — all 3¢ points
m Sample a set S C 74 uniformly at random, of
(S} (S} size n = | S| = 30:64,
© P ® o B Find f € Z;[X,, ..., X ] of degree
® @ - @ deg f < 1.88 d supported on exactly S:
LI G - f(2)=0(2¢S5), flz)#0 (z€S).
() ()
©)
6] ©)
() deg f | 2d
) ) bt bt allowed degrees 1.88d
() ()
(€] (€] @
6] ()
(©) (©)
() () ()
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\

An example problem that we solve

Zg — all 3¢ points
m Sample a set S C 74 uniformly at random, of
(S} (S} size n = | S| = 30:64,
b4 P ® b4 B Find f € Z;[X,, ..., X ] of degree
® @ - @ deg f < 1.88 d supported on exactly S:
LI G - f(2)=0(2¢S5), flz)#0 (z€S).
() ()
©)
6] ©)
] deg f | 2d
) ) bt bt allowed degrees 1.88d
() ()
@ @ @ \/ quantum: poly(n) time (our work)
6] ()
() @
() () ()
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\

An example problem that we solve

Zg — all 3¢ points
m Sample a set S C 74 uniformly at random, of
(S} (S} size n = | S| = 30:64,
b4 P ® b4 B Find f € Z;[X,, ..., X ] of degree
® @ - @ deg f < 1.88 d supported on exactly S:
LI G - f(2)=0(2¢S5), flz)#0 (z€S).
(©) (©)
()
() @
] deg f | 2d
) ) bt bt allowed degrees 1.88d
(©) (©)
@ @ @ \/ quantum: poly(n) time (our work)
@ (©)
- @ - @ - X classical: no poly(n)-time algorithm — S0 FAR
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OQutlook

lattice 8\ /8 Regev’s ‘04 reduction

problems

quantum 8 Re%ev’s. 05
- reduction
algorithms 8\ uett

QCS GROUP MEETING 41/42



Q

Thank you! Questions?

SIMON ‘26
his attack lives along this stretch

Public-key Dihedral

encryption SIS =] LWE coset problem > Subset sum

N

DQI
using the ideas from this arrow to find new +

quantum algorithms A {\ (\ A
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